& § @
AMNSidaAuneEanl Ransomware THOR

THOR ilu Malware wafiuludangn aulngsinazFandudn “bFaGandld” dndaunsszunaly

tlaq1iu Tnensvineuaes Malware ot wudiazgnasunnie Email wse uslesionnfiu Website fivdinldeusing

o

wngldeunarallitla s Malware ol fiazin i lndauiamnagnidnsiade alnd luium

517 1.1 : IWsuign Malware 1insvia azfiuaanalwaiily .thor

o

N19M9UMANT 2184 Malware fiailae vinuseumaunisdisiadentidaes Malware siatiiunistla

aomilszpiinu mnendesnisesnantity wifazsasenaua + udnoua lfeanetlnlszgiinu wiilalusm

wisiesnsaziladseatinudnly wfassiasldgnnyuadauanlunislawinyuadnlUls

v q

¥

) o X Py e A Ay & o o X
e Malware AARNAMHNLANINNANUU NANIAR Lu'ﬂm'ﬂﬂﬂ’l?@ﬂﬂﬂ?:@wm Malware muﬂﬂﬂmﬂ

a

' 1
o

neyuatiall (Public Key) Tunisdentlszs wiillasiasnsdntiuazldansnsaldgnnyuamslunisladniuls

¥ a

azpingldnoyuafivee (Private Key) winduivazlannuaiaseadntiuls

q @

o o o o ro = o o o o PN A = PN
LRCNAN tl Qﬂ@m?ﬁmiﬂ@uumﬂqqﬂﬂqqm@Qﬁ]Q@ﬂﬂ?, FALAT LAY ANUTEWLANNAINNEIING 2,048 Un

(Fiadnwes, wan) , (TuAsannumensa] Idanuiueg winiesei 8 wan Aunuazariulailiuga) fniuaseniay

quavialunisnazilanfensianiaanuenais 2,048 On (adnws, nan) 16



cryption Decryption
misidisia msnonsKa

(e -~

>/ == E——
/ g

Public key

Original Data Scrambled Data

Origi
doyadiualu doyagnaon 9inal Data

doyasiualdu

a v @ o
519 1.2 : glunumsidnsiaaan uwaz n1saansualna

Asnsunla:
Lzl (08/02/17) i9lunuignshazaunsawila Malware faillaiae fasiis aeliies 2 wuanig
1 :’/ dl £% & A
winlu Alieaen Ae
1. Nedayariavun udaiEulng

o

£ 9, o X @ o A \ o . . X o A
ﬂ\‘lLLNQqﬁqm@UuﬂzaLﬂuﬁqWﬂum@@ﬂLLuQﬁl')’]qusﬁrlﬂéﬁﬂﬁu'ﬂﬂ LLB1 m.ﬂqq“']_luu ENVLNNELF‘.’]TVWL’

annnuila Malware siaidliase
2. ANANTareay A idEunAnle deTiuazFaaiinisanssnla idneunaazannsalanaen s

14anan Malware fatlazninisdan naanuwaatiugaadalnd Auto Run 2uun el

naulFdnazFaadnldanasuanla g lgainnles

IMPORTANT INFORMATION 111

All of your files are encrypted with RSA-2048 and AES-128 ciphers. More information about the RSA and AES can be found here:

http://en.wikipedia.org/wiki/RSA (cryptosystem

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.To receive your private key follow one of the links:
1. http://mwddgguaasri7b54.tor2web.org/QIWYGETAQ1K3IDEP

2. http://mwddgguaasrj7b54.onion.to/QIWYG6TAQ1K3IDEP

If all of this addresses are not available, follow these steps:

1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html

2. After a successful installation, run the browser and wait for initialization.

3. Type in the address bar: mwddgguaaSrj7b54.0nion/QIWYG6TAQ1K3IDEP

4. Follow the instructions on the site.!!!

Your personal identification ID: QOWYG6TAQ1K3IDEP !!!
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45 Locky Decryptor Page
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Locky Decryptor™ A

We present a special software -

Locky Decryptor™

which alows to decrypt and return control to all your encrypted fles.

How to buy Locky Decryptor™?

You can make a payment with BitCoins, there are many methads to get them.

“ You should register BitCoin wallst:

Simplest online wallet or Some other methods of creating wallet

ﬂ Purchasing Bitcons, although It's not yet easy to buy bitcoins, it's getting smpler every day.

Here are our recommendations:
coincafe.com

locabitcoins.com

cexio

btedirect.eu
bituick.co
howtobuybitcoins.info
cashintocoins.com
coiniarcom
arupro.com

n Send 4.00 BTC to Bitcoin address:

Buy Bitcoins with Western Union.
Recommended for fast, simple service.

Payment Methods: Western Union, Bank of America, Cash by FedEx, Moneygram, Money Order. In NYC:

Bitcain ATH, in person.

Service alows you to search for people in your community wiling to sell bitcoins to you directly.
Buy Bitcoins with VISA/MASTERCARD or wire transfer.

The best for Europe.

Buy Bitcoins instantly for cash.

An intemational directary of bitcoin exchanges.

Bitcoin for cash.

Caindar allows direct bitcoin purchases on their site.

1AIWBS40PTXUBBZRIMYIALS LIHCYAVGEEAU

Note: Payment pending up to 30 mins or mare for transaction confirmation, please be patient...

Date

Amount BTC Transaction 1D Confirmations

not found

|21 Refresh the page and dowrload decrypr.

‘When Bitcoin transactions will receive one confirmation, you will be redirected to the page for downioading the decryptor,
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GLOBAL BITCOIN

EXCHANGE

CEX.IO is a place for everyone who wants to easily

buy, sell and trade Bitcoins like a pro.

4

BUY BITCOINS
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HANSAR

TO: All Hansarsamui Employees
CC: Khun Rungthip (AHM)

Date: February 08, 2017

From: IT

Subject Notification of Ransoms wear.

Dear All Staffs,

Currently there is a spam phishing email example below lure you to click the link in
the email which after click the link, your computer might be infected with virus or
spyware. Therefore, if you happen to receive this kind of email, PLEASE DO NOT
CLICK LINK AND DELETE IT. Moreover, if you receive any strange emails, please
forward to IT dept. for further investigation.

Please Forward mail to it@hansarsamui.com

Thank you appreciates your careful in this matter.
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With best regards

Mr.Tawinun Wiriyananon
Assistant IT Manager
08 February 2017

101,28 Moo 1 Bophut

Koh Samui 84320 Thailand
+66 7724 5511
reservation@hansarmui.com.
www.hansarsamui.com
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Lina Sen <secretary@incon-group.com> April 16, 2557 BE 7:20 AM
To: undisclosed-recipients:; Hide Detalls

Re: quotation order _ Subject

1 Attachment, 1.1 MB Save v Quick Look

Good day,

Please advise delivery date of both orders PO on attachment.
Payment will be arrange soon.

Thanks and best regards,
Ms. Lina Sen
Admin/Purchasing Department).

| lh & \/us File

Purchase Order.zip (1.1 MB)

Zip




# Quick Filter: ® Unread + Starred A& Contact 9 Tags U Attachment
1L & U Ssubject

U Re: Order Confirmation

® From

Q, Filter these mes

From W
Subject re: Order Confirmation

Hello

Our humble office is interested in purchasing this product.
please send us your best FOB/CIF prices for port casablanca.

Regards

Oversea Sales Representative

« VIRUS !

™
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v & 1 anachment: Order987667.h es

|ﬁ Reply ] | =) Forward

& Order987667.html 105 bytes |




